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Thank you, Mr. Chairman.   It is a pleasure to be here today speaking on behalf of the government of the United States.   My name is Mark Richard and I am with the Criminal Division of the United States Department of Justice.  

Prior to assuming my present position as Senior Counselor for law enforcement matters at the U.S.  Mission to the European Union, I supervised for twenty years at the U.S. Justice Department investigations and prosecutions of international terrorism as well as extradition and mutual legal assistance programs.   My statement, however, reflects the position of the United States Government and not merely that of the Department of Justice.<!DOCTYPE HTML PUBLIC "-//W3C//DTD HTML 4.0 Transitional//EN"><!-- saved from url=(0165)http://departmentjustice08.erols.com/servlet/webacc/lmnsQhtqprHi/GWAP/AREF/1?action=Attachment.View&Item.Attachment.id=1&User.context=lmnsQhtqprHi&Item.drn=12737z2z0 -->
<SPACER SIZE="36" TYPE="HORIZONTAL">The United States Government welcomes this opportunity to speak on the issue of data retention by Internet and mobile communications service providers.   This on-going dialogue regarding the complex issues associated with the storage of Internet traffic data and mobile device location data greatly benefits the European Union and the United States and other non-Member States.   Any data protection regime should strike an appropriate balance between the protection of personal privacy, the legitimate needs of service providers to secure their networks and prevent fraud, and the promotion of public safety.  This dialogue is not simply a transatlantic discussion between the United States and Europe.   Rather, these issues are the subject of debate within the public safety, civil rights and private industry communities throughout the world.   We hope these comments serve to highlight the significant parallel interests shared by the United States and the European Union, explain our position with respect to the handling of traffic and mobile device location data, and contribute to the continuing and valuable discussion facilitated by the Commission on this topic of immense importance and timeliness.  

<SPACER SIZE="36" TYPE="HORIZONTAL">We live, and have been living for some time, in a world where terrorists and cybercriminals – and the acts they plan and execute – are not confined by national borders or geography.   As is true regarding those responsible for the attacks on the World Trade Center and the Pentagon, terrorists and cybercriminals acting in one country communicate with and are supported by individuals in other countries.   The terror attacks of September 11, 2001 did not usher in a new era but serve as a stark reminder of the globalization of terrorist and criminal threats to public safety.   The use by such criminals of the Internet and mobile devices to communicate requires a coordinated, international response.  

Access to historic computer traffic data, such as connection logs, in conformity with accepted due process protections, is particularly critical for investigators to identify terrorists and criminals who commit offenses on or through the use of networks.   Analysis of traffic data may in some cases be the only way to connect the terrorists with their co-conspirators.   Moreover, transactional logs are an invaluable tool for the private sector to monitor the integrity of its networks and to protect against fraud.   Without the freedom to retain traffic data as they see fit, service providers lose their ability to effectively protect their networks.   Consideration of public safety issues is also vital with respect to mobile device tracking data.   As more and more communications nodes are becoming mobile, and as criminals increasingly use mobile communications devices, the ability to track their location becomes substantially more difficult.

<SPACER SIZE="36" TYPE="HORIZONTAL">Because traffic data and mobile device location data are critical to apprehend terrorists and criminals and to prevent the execution of planned terrorist and criminal acts, the United States opposes mandatory data destruction regimes.   Public safety authorities frequently use traffic data stored by Internet and mobile communication service providers during investigations.  Erasing or anonymizing data immediately after the telecommunications service is provided would impede criminal investigations and, ultimately, diminish public safety.  Such an approach would also undercut critical provisions of the Council of Europe’s Cybercrime Convention.  The Convention seeks to ensure a prompt and broad exchange of information among law enforcement agencies to facilitate the investigation and prevention of criminal acts.  A mandatory data destruction regime stands in tension with the Convention’s provisions.  Allowing service providers the ability to retain data for billing purposes does not solve the problem, because the type of data kept for such purposes is limited in scope and the amount of billing data retained continues to shrink throughout the industry in light of flat-rate pricing models and free Internet and email services.

<SPACER SIZE="36" TYPE="HORIZONTAL">Mandatory data destruction also hinders the ability of Internet and mobile communications service providers to protect their networks.  These providers often choose to retain data to ensure network security and protect against fraud, efforts that promote public safety as well as the confidentiality and integrity of personal data and telecommunications systems.  It has been our experience that the type of information retained by providers in this context (e.g., IP addresses and transactional logs) is the type of information of use to the public safety community.  Requiring the erasure of all data ties the hands of service providers that wish to protect their property interest and the privacy interest of their clients.

<SPACER SIZE="36" TYPE="HORIZONTAL">The United States believes that permitting Member States to adopt legislative measures to restrict the scope of the obligation to erase traffic data is not an adequate solution.  The urgent nature of counter-terrorism and cybercrime investigation is inconsistent with the time needed for implementation of such exceptions.  Moreover, the inconsistency in implementation among Member States can hinder crossborder investigations.  With the globalization of communications networks, public safety is increasingly dependent on effective law enforcement cooperation across borders.  That cooperation may not be possible, or at a minimum would be significantly complicated, if public safety authorities were confronted with a patchwork quilt of data destruction exceptions, especially because sophisticated criminals and terrorists can and do transmit communications through multiple carriers and countries.  In such cases, the failure of a single country to enact an exception to the default rule of data destruction would hamper efforts to investigate and prevent criminal activity.  Thus, we ask the Commission to work with Member States to ensure that these issues are dealt with effectively and consistently across the European Union so that the destruction of critical evidence is not mandated.

<SPACER SIZE="36" TYPE="HORIZONTAL">We wish to emphasize that the U.S. Government position on the handling of Internet traffic data and mobile device location data has been and remains in opposition to mandatory destruction proposals.  We understand that the Commission may be discussing the imposition of mandatory data retention for a set period of time to accommodate public safety concerns.  If such a resolution is reached, we hope that it will permit service providers to choose to retain data to protect their computer networks for lengthier periods than permitted by a mandatory retention regime.  

<SPACER SIZE="36" TYPE="HORIZONTAL">The United States recognizes that access to electronic evidence is critical to the success of computer crime and terrorist investigations.  Investigators and prosecutors need the ability to have service providers preserve (without disclosing) for a limited period of time data which already exists within their network architecture and which relates to a specific investigation.  In the United States, we have balanced the competing interests through laws governing data preservation.  Public safety officials rely on providers to preserve log files, electronic mail, and other records quickly upon notification that such information is necessary for a specific investigation, before such information is altered or deleted.  Later access to these historical records is obtained by court order or other statutory processes in conformity with accepted due process protections.  Preservation, however, does not require a service provider to collect data prospectively.  The Council of Europe Cybercrime Convention contains a similar scheme, reflecting general agreement that, for now, this preservation regime strikes the proper balance between the competing policy interests.  With respect to Internet service providers choosing to retain data, the United States has taken an approach that neither requires the destruction of critical data, nor mandates the general collection and retention of personal information.  Rather, ISPs are permitted to retain or destroy the records they generate based upon individual assessments of resources, architectural limitations, security, and other business needs.  

<SPACER SIZE="36" TYPE="HORIZONTAL">Because the impact of legislation in this field so clearly extends beyond the borders of any one country, the United States hopes to continue working closely with the Commission and the Member States on this issue so that unintended extraterritorial effects are minimized.  Our goal is to ensure compatible and complementary approaches, which will advance our shared goals of protecting the privacy of citizens, giving service providers the flexibility to protect their networks as they see fit, and ensuring that public safety officials will have access to information of critical importance to the success of terrorist and cybercrime investigations.  As the events of September 11th and the weeks that followed have demonstrated, terrorists and cybercriminals are not confined to any one country or region of the world.  The need to address the issue of data destruction exists in every place where there is Internet or mobile communications connectivity.  

<SPACER SIZE="36" TYPE="HORIZONTAL">The United States Government appreciates this opportunity to speak to the Forum on Cybercrime and the Commission’s encouragement of a constructive dialogue through the establishment of the Forum and plenary sessions such as this.  The United States Government remains available to meet with the Commission, on these and other issues, as the need arises.

