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IX.A. Introduction

In deermningwheherto chargeanintelecualpropety crime fedeal
prosectors shald genealy weigh the same considerations thatare
wepghedwith resctto anyotherfedernl offense.The pincipalresairce
is Chater 9-27000 of the United States Attorneys' Manual (USAM)
(“Principks of Fedml Prosecution”Ordinarily the prosegtor “should
commenceor reconmendFederal prosegtion if he/she believes that the
person'sondwct constititesa Federal offense andhatthe adnmssible
evidence will probably be sufficient to obtan and sustain a cornviction.”
USAM 9-2722Q
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This directive is n@bsolite. Exen aprovable caemaybe delined in
threesituaions when prosecution would seve no sibgantial federal
interest, when the person is subjectto effecive prosecuion in anaher
jurisdictionand when therexstsanadequae non-criminahlternative to
prosecution. I4. Broken dowrfurther, therelevarn corsideraions nclude:

* The federainterestin intelecualpropetty cimeswhichincludes:
* Fedeallaw efflorcamentpriorities.
* The ratureandseiouses d the dfene.
* The deerrent effect of psection.
* The ndividuals alpablity in comedion with the offerse.
* The ndividuals aiminal history.

* The individal'swillingness t@ooperate inhte investigation
or prosecuipbn of others.

* The probable sentence and ottersegences of convictian

Wheter the person is sulject to prosecuton in andher
jurisdiction

e The adequacyf aternative ron-criminal remedies

* Speial conglerations for @cidng whether tacharg corporatios

This chapter lefly discuses how somef thesefactors apply
specficaly to intelecual propety cimes.

IX.B. The Federal Interest in Intellectual
Property Crimes

In deeminingwhetherapaticularprosecutonwould £1ve asubgantalfedeal
intered, the posecutor should weigh all relevant factors. USAM 9-27.230.Seveal
facors that have specific applicaton to intelecual propetty ciimesare dscused
below.

IX.B.1. Federal Law Enforcement Priorities

“[Flrom time b time the Depatment edabishes naiond invesigaive ad
prosecubrialpriorities The® piioritiesare deggnedto focusFederblaw enbrcement
efforts on those matiers within the Fedeal urisdiction that are most deseving of
Federal attention and are most likely to be handled effectively at the Federal level.”
USAM 9-27.230(B)(1) (conment).
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Becai ofthe mportane ofintelecualpropety to the miond ecanomy and
the £ak ofintelecualpropetythett,intelecualpropetycrimecontnuego be alaw
enforcenmentpriority. Intelecualpropety thet worldwide epotedlycodsAmerican
companies $£50 billion ayear. U.S Department of Justice, Report of the Department of
Justice's Task Force on Intellectual Property 8 (Oct. 2004 (citing Office d the United Sates
TradeRepesntative). Asa covsequence,“theAmerican emnomy islosnghundreds
of millions of dollarsin tax revenues wages invegmert dollars, aswel as hundreds
ofthousandsofjobs” I4. The Juice Depatmenthastherefore made he enforcenment
of intellectual property laws ahigh priority. I7. at13.

To meet this priority, the Depatment has trained anaiond netork of
specialized prosecutors desigreted “Computer Hacking and Intellecual Property
(CHIP) Coordinabrs,” atleas oneof whomislocaed n eaxh o the mtion'sninety-
four United Sates Attorneys' Offices,with greater numbers inthe twenty-five CHIP
units locaed n districts that expeliencesome of the hgheg concentrations of
computer and intellectual property crimes. See /4. at13.

At the naional and intermational level, intellecual property proseutions are
coordinaed by he Depatments Computer Crime axd IntelecualProperty Setion
(CCIPSinWasington,D.C.CCIPScanhep evduake wheherapaticularintelecual
propety cime psesamaterof federlpriority. CCIPScan bereadhed at202)514-
1026.

IX.B.2. The Nature and Seriousness of the Offense

As with other offen®s intellecual propety ciimesvay in ther nature ad
serbusness.lt is therefore essentalto consider each caseon its own fads.

The ofens’s nature and eriousnessareindicaed by the usial faciors with
special importance placed on threats to health or safay, the volume of infringement,
the amount of revenue and profit, the rumber of participarts, the nhvolvement of
organized cime,and the magnitude ofthe vitim'sloss or poentalloss, al of which
are factored into the sentencing guidelines. See U.S. Sentencing Guidelines Mannal
§ 2B53(b)(1) & cmt. n.2(A) (2005) (volume of infringementard likeihood hat
defendant's saksdisplaced the victim's);id. cmt. 4A) (sWstential harm to victim's
reputation); /d. app. note 4B) (involvement of organized crime).

Other corsiderdionsthatare more paticular to intelecual propety offen®s
include the folowing:

¢« Federal criminal prosecution is most appropriate in the most
egregious cases. The ciminalintelecual propety statutespunsh only a
subséd of theconduct tha is punishalbe undercivilintelecual property hws.
Even then, the government must prove its casebeyond a reasonable doubt,
including ahigh sate of mensrea.

e« Limited federal resources should not be diverted to prosecute an
inconsequential case or a case in which the violation is only technical.
Even some branches of civil intellectual property law recognize the maxim,
“de minimis non curat lex.”
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« Federal prosecution is most appropriate when the questions of
intellectual property law are most settled. Fedeal proseaitors should,
however, not hesitae to apply sdtled intellecual property concepts in
innovatve waygo nev schermesard new echrology.

« Victims have a broad range of civil remedies that include restitution,
damages, punitive or quasi-punitive damages, injunctions, court costs,
and attorneys' fees. See Sdion I1X.D. of thisChapter.

e The more strongly an intellectual property owner acts to protect its
rights, the stronger the interest in prosecution. I4.

« Many intellectual property offenses include multiple victims: not only
the owners of the intellectual property that was infringed, but also
customerswho were defrauded. Both clasesof victim de®we potecion,
and ore chs's lackof interes in proseation should not counemand
proscuion when the oter chssinteres is strong.

e The sources or manufacturers of infringing goods and services are
generally more worthy of prosecution than distributors. Cf. U.S.S.G.
§ 2B5.3(b)(3).

« Counterfeit goods or services that endanger the public's health or
safety deserve the highest consideration for prosecution. See United
States D epartment of Justice, Report of the Department of Justice's Task Force on
Intellectnal Property 7-9 (Oct. 2004); . U.S.S.G. §2B5.3(b)b) (adustingoffense
levelfor infringement offensesinvolving “coniousor reckess risk of
seriousbodiy injury or possessin of a dangerous weapornin connedion
with the offensé’ by 2 levels, with a minimum offenselevel of 13).

1X.B.3. The Deterrent Effect of Prosecution

Some infringersareundeterral by civilliahlity. They trea civi remedes as aast
of doing business ad continue their infringement after civil sanctions, dbeit with
different products or under adifferent corporate gise.Crimina proseation canbeter
deterapermsistentviolator from repeding his or hercrime.

Criminal prosecution may asofurther general deterrence.Individualsmay commit
intelecualproperty cimesnotonly becaus ©me ae rdatively eay to conmit, such
as wopying music, but also becausethey do not fear prosecution. But one person's
relatvely anal-scak vblatons if permittedto takeplaceopeny and nobrioudy,can
lead ohers to bdievethatsuch caoductis tolerated. While some counterfdting or
piracyoffengsmay not reailt in provable direct loss to avictim, the wdegpread
commissgon of such crimes @n devastade the value of intellectua property rights in
general.

Criminal prosecution plays animportant role h estabishing the pblic's
undersanding of whatconductis aceptabk andwhatis not. Vigorous prosecuton
changesthe public's cdculus Put smply, more individuak will be deterred from
committing intellecualproperty offen®sif theybelevetheywill beinvesigaed and
proseated.
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IX.B.4. The Individual's History of Criminal Offenses and Civil
Intellectual Property Violations

Repeat criminal offenders ae especialy worthy of prosecution. See USAM 9-
27.230(B)(5) (comment). The repeat-offender provisions in tre intelledual property
crime statutesandthe United StatesSenencng Guideines ersure that repat
offenders reeivestffer sertences.

In addtion to the defadants criminalhistory, it is ako gpropriate © consder
his o her history of civil intellectual property violations.When infringers cnsider civil
penalties merely a cost of doing business criminal enforcement is particularly
appopriate. Sourcedor determining the defendant's history of civil intellectual
property offenses include civil litigation records (which are often serchable online),
the victim's legal depatment and private nvestigators, and any state cansumer
protedion agenciesto which consumers might have complained.

1X.B.5. The Individual's Willingness to Cooperate in the Investigation
or Prosecution of Others

As discused n Setion IX.B.2. of this Chaper, the ®urcesof counerfet or
pirated gmdsor servicesare epecaly wotthy o proscuton. Speal corsiderdion
should be given to targetswho are willingto cooperate in an invegigation that leals
to asources prosecuton.

Thisincludeshe posecuton offoreignsaurces In re@ntyeas, the Depatment
of Justice has worked extensivdy with foreignlawenforcement agencies toinvestigate
and ppsecut foreign violators, both by extradting foreign vplators to the United
Statesard by cerdinaing seachesand prosecutonssmultaneusly in the United
Statesand aboad.CCIPShas reqular contact with foreign prosecutors ard law
enforcement agencies with an interest in intellectud property crime. Therefore, for
asistan@ in investgaing or prosecutng offen®eswith an intemaiond dimenson,
confactCCIPSat(202)51441026.

IX.C. Whether the Person is Subject to
Prosecution in Another Jurisdiction

The secord situaton in which aproscuor may decine posecutn despite
havng a provable cae occurs when the putative defendantis subjectto effecive
prosecution in anotherjurisdiction. USAM 9-27240.Relevant to this inqury is the
strength of the other jurisdiction'sinterest in prosecution; the other jurisdiction's ability
and wilingnesto prosecut efecively;the pobale £ntenceor othercomsequence
of conviction in the other jurisdiction; and any other pertinent factors. I4.

The pimaty queson wil often rot bewhetherthe @ caild be posecued by
anaherU.S.Attorneys Office,butratherwhetherit coud be posecutd by g&ate or
locd autorities USAM 9-27240 ¢ommenf). State orlocd law enércenmentmaybe
aviable aternative to federal prosecution. Federal intellectual property laws generally
do notpreenpt sate and locd intellecual propety laws.The only relevant areaof
intellectual propetty in which there is broad ederl preenption is copyright
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infringement, but even in that areastaes have passed same creative laws that indirectly
criminalize raffic in some prated works. Compare 17 U.SC. 8 301 (copyight
preemption), Szate v. Perry, 697 NE.2d 624Ohio 1998)holdingthatfedernlcopyright
law peenpted posecuton in case nvolvingdefendansuse ofcomputersdtware on
his bulletin board), Kodadek v. MTV Networks, Inc., 152 F.3d 1209, 1212-13 (9th Q.
1998)(holding stat law unfair competition daim preenpted where canplaint
expressy ba®d the claim on rights ganted by the Copyright Act), and Kregos v.
Associated Press, 3 F3d 656666(2d Ar. 1993)holdingstate wunfar conpeition and
misappopriaion daims preenpted whenba®d ®lely onthe ®pying of proteced
expresson in forms),with Anderson v. Nidorf, 26F.3d 100,102(9th Cir. 1994 (holding
Calfornia anti-piracystatute nd preenpted by éderlcopyright lawsin illegal sound
recording case), State v. Awawdeh, 864P 2d 965968 (Wash. Ct. App. 1994 (holding
Wasdington gatute notpreamptedby fedemlcopyright law n illegalsound ecoding
case), and People v. Borriello, 588N .Y.S2d 991996(N.Y. App.Div.1993 (holdingNew
York statue na preemptedby Copyright Revision Act in illegal video recording case).

IX.D. The Adequacy of Alternative
Non-Criminal Remedies

Depatmentof Judice poicy alowsa prosecubr to decine giminalprosecuton
in a sfuafon thatcoud be alequagly aldresed by mn-criminalremedies USAM 9-
27.220. Almost every federal intellectual property crime has an analogue in civil
law—be t state orfedenl—and hos bwsgenearly offervictimsgeneousreief, such
as njunctions,resttution, damages,punitive and quastpunitive damages,court costs,
attorneys'fees, and even ex parte sdzure of a defendant's infringing products. See 15
U.SC. 88 1114, 1116-1117 (trademark); 17 U.S.C. § 501-505 (copyright). Imported
infringingmerchandise can dso be sulgctto ciil forfeitureard finesbyUnited Sates
Customs and Border Protection. See, ¢.g., 19 U.S.C. § 152€f) (tradenark). The
availablity end adequacygf thee remediesshould be caefully consdered when
evduainganintellecualpropety cae.

The posecubr should dso consderwhetherexstingcivil remedieshave beenor
are ikely to deer a particular defendant For those unde¢med by dvil suits ard
remedies criminal prosecuton maybe nore appopriate.When te deéndanthas
violaedanealier dvil order,however,civilor aimind pendties for ontempt of caurt
may be an aceptable dternatve © prosecution for crimind intellectual property
violaions.

Findly, when the violator's conduct is perdstent, unsafe, profit-oriented,
fraudulent or physicdly invasie, civi remedies naynot fully capture thewrongfulness
of thedegendant's condud. In such cases crimind prossaution may be prefered.

Although thegovernment may prosecute een if the victim has not exhauste its
civil and administrative remedies, the government should consider the victim's pursuit
of atemaive emedis Theputatvedefendant conductin repons should ako be
examined.
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IX.E. Special Considerations in Deciding
Whether to Charge Corporations and
Other Business Organizations

Corporations and other business organizations ae often used to commit
intelecual propety ciimes The dedion wheherto chagea bhusnes organization
involvesnumerousconsderdions Depatment of Justice policy on sud chamging
decisions isgenerally se forth in Criminal Resource Manual 162, zvailable at
http:// www.usdoj.gov/ usa/ eousd foia reading_room/ usam/ title9/ crm00162.htm
(alsoknown asthe “T hompson memo”). This memorandum's aralysis aplies to
intellecual property aimes n thesane mamer as b other crimes.
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